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EXECUTIVE SUMMARY

FatwaChain# represents a groundbreaking blockchain-based
Shariah governance framework designed to record, verify, and
distribute fatwa rulings, Shariah decisions, and compliance statuses
across digital Islamic financial products. Built on the innovative IDAC
(Islamic Digital Asset Chain) protocol, FatwaChain introduces a
tamper-proof, interoperable, and real-time Shariah validation system
that addresses critical gaps in the global Islamic finance ecosystem.

This comprehensive infrastructure enables immutable fatwa records
that cannot be altered or deleted, ensuring permanent accountability
and traceability. It provides automated Shariah compliance
validation that eliminates manual verification delays and reduces
human error. The system facilitates cross-border Shariah
standardization, creating a unified framework that transcends
jurisdictional boundaries. Investor and regulator transparency is
enhanced through real-time access to verified compliance data,
while smart contract integration supports digital sukuk, fund tokens,
asset tokens, and stablecoins.

By combining blockchain immutability with Shariah governance
principles, FatwaChain positions Labuan International Business and
Financial Centre (IBFC) as the world's leading hub for digital Shariah
governance, setting new standards for trust, transparency, and
compliance in the rapidly evolving landscape of Islamic fintech.

IMMUTABLE |
RECORDS

Permanent, tamper-
proof fatwa history

INTEROPERABILITY

Cross-border I
standardization of
rulings
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IMMUTABLE RECORDS

Permanent, tamper-proof fatwa
documentation

AUTOMATED VALIDATION

Real-time compliance checking

GLOBAL STANDARDIZATION

Cross-border Shariah
harmonization

FULL TRANSPARENCY

Investor and regulator access

| AUTOMATED
VALIDATION

Real-time Shariah
compliance checks

TRANSPARENCY

Verified access for
investors and regulators
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THE NEED FOR DIGITAL SHARIAH GOVERNANCE

The Islamic finance industry has experienced remarkable growth, exceeding USD 4 trillion in global assets
under management. This expansion reflects increasing demand for Shariah-compliant financial products
across Muslim-majority nations and among ethical investors worldwide. However, this rapid growth has
exposed significant structural challenges that threaten to limit further development and erode investor
confidence.

The industry currently faces fragmented fatwa rulings across different jurisdictions, where identical financial
products receive conflicting Shariah opinions depending on geographic location or school of jurisprudence.
This fragmentation creates confusion for cross-border investors and complicates product standardization.
Manual verification processes introduce substantial delays in product approval cycles, with some Shariah
audits requiring weeks or months to complete. The lack of transparency regarding Shariah compliance
statuses makes it difficult for investors to conduct proper due diligence, particularly in cross-border
transactions where local expertise may be limited.

Furthermore, standardized Shariah audit mechanisms remain largely absent from the industry. Different
financial institutions employ varying methodologies for compliance verification, making comparative
analysis nearly impossible. The absence of universal standards has created a patchwork of competing
frameworks that increase operational costs and regulatory complexity.

The rising adoption of blockchain technology, tokenized sukuk, and digital assets has accelerated these
challenges. Traditional Shariah governance frameworks were designed for conventional financial products
and struggle to address the unique characteristics of digital assets, including their speed, borderless nature,
and smart contract functionality. FatwaChain addresses these systemic issues by providing a single, global
Shariah governance ledger that stores and validates Shariah rulings in a secure, decentralized manner,
creating the infrastructure necessary for Islamic finance to thrive in the digital age.

FRAGMENTED
FATWAS

Conflicting rulings
across jurisdictions

DIGITAL ASSET FATWACHAI SLOW MANUAL
COMPLEXITY N: GLOBAL VERIFICATION
Blockchain and SHARIAH Weeks or months for

tokenization LEDGER approvals
challenges P
NO
STANDARDIZED LACK OF
AUDITS TRANSPARENCY
Varying Hidden compliance
methodologies statuses

increase costs
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FATWACHAIN VISION AND STRATEGIC POSITIONING

UNIVERSAL GOVERNANCE LAYER

Establish a
Shariah
infrastructure that serves as the

comprehensive
governance

foundational layer for all Islamic
digital
fintech innovations globally.

finance activities and

UNIVERSAL |
GOVERNANCE

Foundational Shariah
governance for digital
finance

ECOSYSTEM
INTEGRATION
Interoperability across

Islamic finance
platforms I

LABUAN IBFC CONTRIBUTIONS

o Comprehensive regulatory framework for .

digital financial products

+ Legal recognition of digital signatures and .

blockchain records

+ Supportive cross-border business environment .

with tax efficiency

LABUAN IBFC LEADERSHIP

Position Labuan International
Business and Financial Centre as
the recognized global authority
and regulatory hub for digital

Shariah governance and Islamic

fintech development.

ECOSYSTEM INTEGRATION

Create seamless interoperability

between traditional Islamic

financial institutions and
emerging digital asset platforms
through standardized protocols

and shared infrastructure.

| LABUAN IBFC

Global regulatory hub
for Islamic fintech

IDAC PROTOCOL CAPABILITIES

Advanced blockchain interoperability across

multiple networks

libraries

Shariah-oriented smart contract templates and

Digital asset standards equivalent to ERC-1400

and ERC-3640

» Established Islamic finance governance
frameworks and expertise

+ Strategic geographic positioning between
Middle East and Asia-Pacific markets
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+ Robust validator network infrastructure with
governance mechanisms

+ Scalable architecture supporting high
transaction throughput

Page 6 of 22



SYSTEM ARCHITECTURE OVERVIEW

FatwaChain employs a modular, layered architecture designed to maximize security, scalability, and

interoperability. The system consists of five primary components that work in concert to provide

comprehensive Shariah governance capabilities. Each component serves a distinct function while

maintaining seamless integration with other system elements.

m

)

H-

FATWA ISSUANCE MODULE (FIM)

Secure digital environment for Shariah boards to submit, review, approve, and publish rulings
with full audit trails and version control.

DIGITAL SIGNATURE & IDENTITY LAYER

Cryptographically verifiable identity system integrating Labuan-recognized e-signing with
decentralized identity protocols for all participants.

FATWA HASH & METADATA GENERATOR

Advanced hashing engine creating tamper-proof digital fingerprints with comprehensive
metadata for each fatwa document and version.

BLOCKCHAIN REGISTRY LAYER (IDAC)

Distributed ledger infrastructure recording all fatwa hashes, compliance statuses, and audit
trails across validator nodes with Byzantine fault tolerance.

COMPLIANCE ORACLE & AUDIT ENGINE

Real-time compliance verification system enabling smart contracts to query Shariah statuses
and automatically enforce governance rules.

Information Flow: Shariah Board = Fatwa Issuance Module = Hash Engine = IDAC

Blockchain Registry - Compliance Oracle - Smart Contracts - Digital Financial Products
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FATWA ISSUANCE MODULE (FIM)

CORE PURPOSE AND FUNCTIONALITY

The Fatwa Issuance Module serves as the secure gateway
through which Shariah scholars and advisory boards interact
with the FatwaChain network. This sophisticated digital
environment provides comprehensive tools for submitting,
digitally signing, reviewing, and publishing Shariah rulings
while maintaining the highest standards of security and
authenticity.

FIM supports multiple document formats including PDF,
DOCX, and TXT files, enabling scholars to work with familiar
tools and formats. The system incorporates digital signature
capabilities utilizing Labuan Financial Services Authority-
recognized e-signing standards, ensuring legal validity across
jurisdictions. Role-based access control mechanisms ensure
that only authorized Shariah scholars, committee members,
and administrative personnel can access specific functions
based on their credentials and responsibilities.

The approval workflow engine manages complex multi-party
drafts
predetermined approval chains while maintaining complete

review processes, routing fatwa through

audit trails. Version control functionality tracks all changes,

edits, and updates to fatwa documents, creating an

immutable history of the ruling's development. Multi-lingual
metadata support enables documentation in Arabic, English,
Malay, and other languages, facilitating international adoption
and understanding.

IDENTITY VERIFICATION INTEGRATION

FIM connects with Labuan Financial Services Authority
(LFSA) identity registry for regulatory compliance, IDAC
decentralized identity (DID) system for blockchain-native
authentication, and X.509 certificates for institutional
signatories requiring enterprise-grade PKI. Each scholar
or Shariah officer receives a cryptographically verifiable
identity token that binds their digital signature to their
professional credentials.
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SECURITY ARCHITECTURE

The module employs end-to-end encryption for all document
transmission, multi-factor authentication for user access,
hardware security module (HSM) integration for key
management, and comprehensive activity logging with
tamper-proof audit trails. All sensitive operations require

cryptographic signatures from authorized parties.
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FATWA HASHING AND METADATA ARCHITECTURE

HASHING ALGORITHM SELECTION

FatwaChain implements Keccak-256 or SHA3-256 cryptographic
hash functions, selected based on specific jurisdictional
requirements and security mandates. These algorithms provide
collision resistance, ensuring that no two different documents can
produce identical hashes, and pre- image resistance, making it
computationally infeasible to  reverse-engineer original

documents from their hashes.

Each fatwa generates four distinct hash values: a document hash
covering the complete text content, a version hash tracking
specific iterations, a signature hash verifying cryptographic
authenticity, and a metadata hash ensuring integrity of associated
information. This multi-layered approach creates comprehensive
protection against tampering while enabling precise version
tracking and audit capabilities.

IMMUTABILITY MODEL

Once recorded to the blockchain registry, fatwa records operate
under strict immutability rules. No deletion of records is permitted
under any circumstances, ensuring permanent accountability.
Only additional versions can be appended to existing fatwa chains,
creating clear audit trails of how rulings evolve. All historical
versions remain permanently accessible, allowing researchers,
auditors, and regulators to examine the complete evolution of
Shariah opinions.

This immutability design prevents revisionist history while
accommodating legitimate updates as new circumstances
emerge or scholarly consensus evolves. The system maintains the
integrity of the historical record while supporting the dynamic
nature of Islamic jurisprudence.

METADATA STRUCTURE AND SCHEMA

{

"fatwa_id": "UUID-v4 unique identifier”,
"issue_date": "ISO 8601 timestamp",
"version": "integer version number",
"issuer": "DID of issuing authority",
"jurisdiction™: "Labuan IBFC | GCC | Other",

"document_hash": "sha3-256 hexadecimal",

"shariah_status": "approved | pending | revoked | superseded",

"product_type": "sukuk | token | fund | stablecoin | other",

"linked_contracts": ["contract_hash_1", "contract_hash_2"],

"language™: "en | ar | ms | other",

"figh_school": "Hanafi | Maliki | Shafi'i | Hanbali | Ja'fari",

"precedent_fatwas": ["fatwa_id_1", "fatwa_id_2"],

"expiry_date": "ISO 8601 timestamp or null"
}
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BLOCKCHAIN REGISTRY LAYER: IDAC NETWORK

SHARIAH VALIDATOR NODES (SVN)

Operated by recognized Shariah authorities and
approved Islamic financial institutions, these
nodes participate in consensus and validate
fatwa submissions for authenticity and proper
authorization.

PN
[l

INSTITUTIONAL PARTICIPANT NODES (IPN)

Run by Islamic banks, takaful operators, fund
managers, and fintech companies, these nodes
enable direct integration with the network for
compliance queries and product registration.

CONSENSUS MECHANISM

FatwaChain employs a Proof-of-Authority (PoA)
consensus mechanism anchored to Shariah
governance principles. This approach prioritizes
identity verification and institutional reputation
over computational

power.  Multi-signature

approval requirements ensure that fatwa
submissions receive validation from multiple
designated Shariah bodies before achieving
finality. The consensus model balances security,
performance, and governance requirements while
maintaining Islamic principles of accountability

and trustworthiness.
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REGULATORY OBSERVER NODES (RON)

Maintained by financial regulators and
supervisory authorities, these nodes monitor
network activity, access audit trails, and ensure
compliance with jurisdictional requirements

without participating in consensus.

PUBLIC READ-ONLY NODES (PRN)

Available to researchers, investors, and the
general public, these nodes provide transparent
access to fatwa records and compliance data
without  write

permissions, promoting

ecosystem-wide transparency.

DATA STORAGE STRATEGY

The system implements a hybrid storage model:
on-chain hashing stores cryptographic fingerprints
directly on the IDAC blockchain, ensuring
immutability and rapid verification. Full-text fatwa
documents reside in off-chain encrypted storage
utilizing IPFS, Arweave, or IDAC Layer 2 solutions,
with  optional regulatory modes providing
additional access controls. This architecture
optimizes cost efficiency while maintaining

security and accessibility.
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SMART CONTRACT REGISTRY ARCHITECTURE

The FatwaRegistry.sol smart contract serves as the central registry managing all fatwa records and their
lifecycle on the IDAC blockchain. This sophisticated contract implements comprehensive governance logic
while maintaining gas efficiency and security. The registry handles new fatwa submissions with validation
checks ensuring proper authorization and data integrity. Versioning functionality tracks evolutionary
changes to fatwa rulings, maintaining parent-child relationships between original rulings and subsequent
updates.

Shariah status management provides real-time tracking of compliance states including approved, pending
review, revoked, and superseded statuses. Permission controls enforce role-based access ensuring only
authorized Shariah authorities can modify registry entries. Event emission capabilities broadcast state
changes to subscribed systems, enabling real-time monitoring and automated responses.

01 02

SUBMISSION VALIDATION

Authorized Shariah board submits fatwa through Multi-signature validator nodes verify authenticity

FIM with cryptographic signature

03

and authorization

04

HASHING

System generates cryptographic hashes and
structured metadata

05

REGISTRATION

FatwaRegistry.sol records hash and metadata on-
chain with timestamp

06

CONFIRMATION

Network consensus confirms transaction and
broadcasts state change events

KEY FUNCTIONS

« submitFatwa() - Register new Shariah ruling

+ updateStatus() - Modify compliance state

« createVersion() - Add updated ruling version

+ verifyFatwa() - Check current validity status

+ getFatwaHistory() - Retrieve complete version chain

+ linkSmartContract() - Associate with digital product
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AVAILABILITY

Compliance oracle indexes new fatwa for real-time
query access

SECURITY FEATURES

» Multi-signature requirement for critical operations
« Reentrancy guards on state-changing functions

« Access control lists with role hierarchy

« Pausable functionality for emergency situations

« Comprehensive event logging for audit trails

« Gas optimization preventing denial-of-service attacks
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COMPLIANCE ORACLE AND AUDIT ENGINE

ORACLE ARCHITECTURE OVERVIEW

The Compliance Oracle serves as the critical bridge between
the FatwaChain registry and smart contracts governing digital
Islamic financial products. This sophisticated system enables
real-time Shariah compliance verification, allowing smart
contracts to query fatwa statuses and automatically enforce
governance rules based on current rulings. The oracle architecture
employs redundant data sources, cryptographic proof verification,
and economic incentives to ensure accuracy and reliability.

Two distinct query modes accommodate different use cases and
technical requirements. On-chain queries enable smart contracts
to directly verify compliance by calling the FatwaRegistry.sol
contract, receiving immediate responses suitable for transaction
execution logic. Off-chain queries provide REST and GraphQL
APIs for institutions requiring detailed audit trails, batch
processing, or integration with legacy systems. Both modes
maintain consistency through shared data sources while
optimizing for their specific use patterns.

SUPPORTED DIGITAL PRODUCT CATEGORIES

REAL-TIME COMPLIANCE CHECKING

Smart contracts execute comprehensive compliance checks
before performing sensitive operations. The system verifies fatwa
validity by confirming active, non-revoked status. Version
checking ensures the referenced ruling remains current and has
not been superseded by updated guidance. Product-specific
Shariah conditions are evaluated against transaction parameters,
confirming alignment with fatwa requirements.

When non-compliance is detected, smart contracts trigger
predetermined protective actions: freezing token transfer
operations to prevent circulation of non-compliant assets,
disabling new issuance to halt expansion of problematic products,
and alerting both issuer institutions and relevant regulatory
authorities through automated notification systems. This
proactive enforcement mechanism protects investors and
maintains ecosystem integrity.

DIGITAL SUKUK
(IDAC- 1400)

Tokenized Islamic bonds with asset-
backing requirements, profit-sharing
mechanisms, and maturity
structures validated against

comprehensive Shariah standards.

IJARAH ASSET TOKENS

Fractional ownership in leased
assets with rental income
distribution and maintenance
obligation management per Islamic

leasing principles.
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ISLAMIC FUNDS
(IDAC- 3640)

Tokenized investment funds with
screening criteria, permissible asset
allocations, and purification
mechanisms  for  non-compliant

income.

ZAKAT DISTRIBUTION
CONTRACTS

Smart contracts automating
charitable giving with beneficiary
eligibility verification, proper
category allocation, and transparent

distribution tracking.

COMMODITY
MURABAHAH
TOKENS

Tokens  representing  ownership
stakes in physical commodities
traded through Shariah-compliant
cost-plus financing structures.

WAQF TOKENIZATION

Perpetual endowment structures
with beneficiary rights
management, revenue distribution,
and preservation of principal asset
requirements.
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SECURITY MODEL AND CRYPTOGRAPHIC FRAMEWORK

CRYPTOGRAPHIC
SECURITY
SHA3-based hashing

provides collision-resistant
document fingerprinting.
ECDSA signature verification
authenticates all participant
actions using elliptic curve
cryptography. Merkle tree
batching enables efficient
verification of large fatwa
record sets. The DID identity
layer binds all actions to
verified institutional and
individual identities using
W3C decentralized identifier
standards.

NETWORK SECURITY
PROTOCOLS
Proof-of-Authority

consensus binds validator
identities to their
institutional reputations,
creating accountability.

Encrypted peer-to-peer
protects

data transmission between

communication

nodes wusing TLS 1.3.
Comprehensive audit logs
across all nodes create
redundant activity records.
Anti-censorship  measures
ensure no single jurisdiction
can block network access or

suppress fatwa publication.

DOCUMENT INTEGRITY
ASSURANCE

Each  fatwa undergoes
rigorous integrity
verification: hash

consistency checks confirm
document content matches

stored fingerprints.
Signature verification
validates cryptographic

authenticity of Shariah board
approvals. Timestamp
verification prevents
backdating or temporal
manipulation. Redundancy
storage across multiple
nodes and off-chain systems

protects against data loss.

REGULATORY COMPLIANCE STANDARDS

FatwaChain implements comprehensive
compliance with multiple regulatory frameworks.
Authority  (LFSA)

requirements govern operational licensing, capital

Labuan  Financial  Services
adequacy, and reporting obligations. The system
adheres to Shariah Governance Framework standards
established by Bank Negara Malaysia and other relevant
authorities, ensuring Islamic jurisprudential integrity.
ISO 27001 cybersecurity certification demonstrates
information security management system compliance.
GDPR and Personal Data Protection Act (PDPA)
requirements protect personal information of system
participants where applicable.
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INCIDENT RESPONSE FRAMEWORK

The security model includes comprehensive incident
response procedures. Real-time monitoring systems
detect anomalous behavior patterns. Automated
alerting notifies security teams of potential threats.
Established escalation procedures ensure appropriate
response to incidents of varying severity. Regular
security audits by third-party firms validate control
effectiveness. Penetration testing exercises identify
vulnerabilities before malicious actors can exploit them.
Disaster recovery procedures enable rapid restoration of
service following catastrophic events.
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INTEROPERABILITY AND CROSS-BORDER INTEGRATION

FatwaChain's interoperability framework enables seamless integration across diverse jurisdictions,

regulatory regimes, and technological platforms. This comprehensive approach to cross-border operation

positions the system as truly global infrastructure rather than a regionally isolated solution. The framework

recognizes that Islamic finance operates across multiple continents with varying legal systems, regulatory

approaches, and technological capabilities.

OBSERVER NODE

Read-only access for research and

monitoring  without  validation

responsibilities  or  governance

participation.

JURISDICTION NODE

Regulatory monitoring capabilities

with  audit trail

compliance reporting

consensus participation.

GCC AND OIC STANDARDS ALIGNMENT

FatwaChain maintains compatibility with established Islamic
finance standards bodies. The Accounting and Auditing
Organization for Islamic Financial Institutions (AAOIFI) provides
comprehensive Shariah standards for financial products,
governance, and accounting that FatwaChain incorporates into its
compliance framework. The Islamic Financial Services Board
(IFSB) governance standards establish international supervisory
and regulatory requirements that inform FatwaChain's design. The
Organization of Islamic Cooperation (OIC) Figh Academy
parameters provide authoritative jurisprudential guidance that
shapes acceptable product structures and compliance criteria.
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access

SHARIAH ISSUANCE NODE

Ability to submit and publish fatwa
rulings for specific jurisdiction with
local Shariah board approval.

FULL VALIDATOR NODE
Complete participation in
and consensus, governance voting, and
no network security with validator
rewards.

MULTI-CHAIN BLOCKCHAIN
INTEGRATION

IDAC Layer 2 bridges enable connectivity with major blockchain
networks including Ethereum for DeFi integration, Polygon for
scalable transaction processing, Hyperledger Besu for
enterprise permissioned networks, Quorum for privacy- enhanced
deployments, and BNB Chain for broader ecosystem reach. This
multi-chain strategy prevents vendor lock-in while maximizing
potential user base and use case coverage. Cross- chain
messaging protocols enable fatwa verification across different
blockchain platforms, allowing Shariah compliance to follow
Islamic financial products regardless of underlying infrastructure.
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GOVERNANCE MODEL AND DECISION FRAMEWORK

IDAC
GOVERNANCE

Technical
responsible  for

oversight  body
protocol
upgrades, network
parameters, and blockchain
infrastructure decisions.
Composed of

engineers,

blockchain
cybersecurity
experts, and technology
architects ensuring system

reliability and innovation.

LABUAN SHARIAH
ADVISORY

Islamic jurisprudence
authority providing Shariah

compliance oversight, fatwa

validation standards, and
religious guidance.
Composed of recognized

Shariah scholars with
expertise in Islamic finance
and contemporary financial

transactions.

INTERNATIONAL
SHARIAH ADVISORY
CONSORTIUM

expansion  body

incorporating scholars from

Future

multiple  jurisdictions  to
harmonize cross-border
Shariah  standards  and
resolve jurisdictional

conflicts. Planned to include
representatives from GCC,
Southeast Asia, Africa, and

VOTING MECHANISMS

Critical network changes require supermajority
approval: two-thirds of Shariah validator nodes
must approve changes affecting religious
compliance or jurisprudential interpretation. One-
half of regulatory observer nodes must consent
to modifications impacting regulatory compliance
or reporting requirements. Full consensus among
all validator categories is mandatory for revocation
of existing fatwa rulings, recognizing the gravity of

invalidating previously approved guidance.

2/3

SHARIAH VALIDATOR
APPROVAL THRESHOLD

Required for fatwa-related
changes
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REGULATORY OBSERVER

other Islamic finance

centers.

COMPLIANCE REPORTING CADENCE

The governance framework mandates quarterly reports covering multiple
dimensions of network operation. Fatwa issuance logs document all new rulings,
updates, and revocations with statistical analysis of trends and patterns.
Shariah updates summarize significant jurisprudential developments and their
implications for network operation. System security audits report penetration
testing results, vulnerability assessments, and remediation activities. Validator
performance metrics evaluate node uptime, consensus participation, and
adherence to operational standards. These reports provide transparency to
stakeholders while enabling continuous improvement of network operations.

100%

FULL CONSENSUS
REQUIREMENT

Required for fatwa revocations

1/2

APPROVAL

Required for compliance
modifications

Page 15 of 22



USE CASE: DIGITAL SUKUK ON FATWACHAIN

Digital sukuk represent one of FatwaChain's most compelling
use cases, demonstrating the system's practical value for real-
world Islamic financial products. Sukuk, as Shariah-compliant
bonds representing ownership in underlying assets rather than
debt obligations, require rigorous religious oversight to ensure
structural compliance with Islamic principles. Traditional
sukuk issuance involves lengthy manual reviews by Shariah
boards, creating bottlenecks in transaction execution and
limiting market efficiency.

FatwaChain transforms this process through automated
integration between sukuk smart contracts and the Shariah
governance registry. When an institution structures a new
digital sukuk offering, the smart contract references specific
fatwa rulings addressing the sukuk structure, asset backing
methodology, profit distribution mechanism, and default
procedures. Before any investor transaction executes, the
smart contract queries the FatwaRegistry to verify current
validity of the relevant fatwa.

STRUCTURE DESIGN

If the fatwa status is approved and current, the
transaction proceeds normally with full Shariah
compliance assurance. If the Shariah board has
updated or revoked the ruling, the smart contract
immediately halts issuance and notifies relevant
parties. This real-time  validation provides
unprecedented confidence to investors while reducing
administrative burden on issuers and Shariah boards.

Secondary market trading benefits equally from this
infrastructure. Each transfer of sukuk tokens triggers
compliance verification, ensuring ongoing adherence to
Shariah principles throughout the security's lifecycle.
Investors can independently verify compliance by
querying the public registry, eliminating reliance on
issuer representations and creating a more transparent,

trustworthy market environment.

Issuer designs sukuk structure with legal and Shariah advisors

FATWA SUBMISSION

Shariah board reviews structure and submits fatwa through FIM

REGISTRY RECORDING

Approved fatwa recorded to blockchain with unique identifier

SMART CONTRACT LINKING

Sukuk smart contract references fatwa ID in code

ISSUANCE AND TRADING

All transactions automatically verify current fatwa validity

WHITEPAPER: FATWACHAIN#
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USE CASE: ISLAMIC STABLECOINS AND FUND TOKENS

Islamic stablecoins represent another frontier for FatwaChain implementation, addressing the complex
Shariah considerations surrounding cryptocurrency pegging mechanisms and reserve structures.
Traditional stablecoins often utilize interest-bearing assets or debt instruments as reserves, creating
fundamental conflicts with Islamic finance principles. FatwaChain enables verification that stablecoin
reserve models comply with Shariah requirements through continuous fatwa reference.

Gold-backed stablecoins must verify proper custody arrangements, redemption mechanisms, and
avoidance of gharar (excessive uncertainty). Commodity-backed models require fatwa confirmation
regarding the permissibility of specific commodities and the structure of ownership rights. Even fiat-backed
stablecoins need Shariah approval for reserve management approaches and segregation of customer
funds. FatwaChain automates these verifications, enabling real-time compliance monitoring as reserve
compositions change.

COMMODITY-
BACKED MODELS

GOLD-BACKED MODELS

Physical gold reserves with

custody verification and Permissible commodities with
redemption rights structure @ $ proper ownership transfer and
validation storage arrangements

HYBRID RESERVE
MODELS FIAT-BACKED MODELS
Multiple asset classes - C?Sh reserv§s manaqed
i _ without interest-bearing
combined with proper

instruments and segregated

diversification and compliance .
from issuer assets

monitoring

CROSS-BORDER FUND
DISTRIBUTION

International distribution of Islamic fund tokens requires

ISLAMIC FUND TOKEN
INTEGRATION

Tokenized Islamic investment funds benefit significantly from
FatwaChain integration. Each fund structure requires Shariah navigating multiple Shariah jurisdictions with potentially
board approval covering investment screening criteria, conflicting opinions. FatwaChain's multi-jurisdiction framework

permissible asset allocations, and income purification allows funds to register compliance with relevant Shariah

mechanisms for inadvertent non-compliant earnings. Traditional
funds undergo annual Shariah audits, creating compliance
uncertainty between review periods. FatwaChain enables
continuous compliance monitoring with real-time status updates
as fund holdings change or Shariah opinions evolve.
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boards across their distribution footprint. Investors can verify that
funds meet standards recognized in their jurisdiction, while fund
managers gain transparency regarding jurisdictional acceptance.
This infrastructure dramatically reduces friction in cross-border
Islamic asset management.
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USE CASE: WAQF, ZAKAT, AND CHARITABLE TOKENIZATION
WAQF TOKENIZATION FRAMEWORK

Wagf structures, representing perpetual charitable endowments in Islamic tradition, present unique opportunities for
blockchain implementation. Tokenized waqf enables fractional ownership and participation in charitable endowments
while maintaining the perpetual nature and income distribution requirements mandated by Islamic law. FatwaChain
ensures these digital waqgf structures comply with classical jurisprudential requirements while enabling modern
technological innovation.

Smart contracts managing waqf tokens must verify proper beneficiary designation, preservation of principal capital,
and appropriate revenue distribution to charitable purposes. FatwaChain automates verification that token transfer
restrictions align with waqgf permanence requirements, preventing unauthorized dissolution or principal
consumption. This enables transparent, globally accessible waqf participation while maintaining strict Shariah
compliance.

ZAKAT DISTRIBUTION SMART CONTRACTS

N Automated charitable giving platforms utilize FatwaChain to verify beneficiary eligibility

according to the eight Quranic categories, ensure proper allocation percentages, maintain
transparent distribution records, and prevent duplicate or fraudulent claims through identity
verification integrated with DID systems.

SADAQAH AND GENERAL CHARITY

Voluntary charitable contributions benefit from transparent tracking and impact reporting.

= Smart contracts verify that charitable organizations maintain Shariah-compliant operations
and fund usage, providing donors with confidence that contributions support permissible
activities aligned with Islamic values and principles.
ISLAMIC INSTITUTION FUNDING
Mosques, schools, and community organizations can issue tokens representing funding needs
% with FatwaChain validation ensuring appropriate governance structures, transparent financial

management, and compliance with Islamic organizational principles. Contributors receive
verifiable proof of impact and proper fund utilization.

These use cases demonstrate FatwaChain's versatility beyond commercial Islamic finance, extending to the
broader Islamic social finance ecosystem. By providing infrastructure for charitable giving, endowment
management, and community institution funding, FatwaChain serves the comprehensive financial needs of
Muslim communities worldwide while maintaining the highest standards of transparency and Shariah
compliance.
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IMPLEMENTATION ROADMAP: THREE- PHASE STRATEGY

PHASE 1 4 2025: FOUNDATION
AND PROTOTYPE

Development of core infrastructure components
including Fatwa Issuance Module prototype with basic
document management and digital signature
capabilities. Creation of fatwa hashing engine
implementing SHA3-256 cryptographic functions.
Deployment of IDAC registry smart contracts on
testnet environment. Establishment of initial validator
node network with 5-7 founding institutions.
Completion of security audit by recognized blockchain
security firm. Launch of developer documentation and
API specifications.

PHASE 3 4 2027: GLOBAL
NETWORK ACTIVATION

Establishment of cross-border Shariah governance
network with full international participation. Expansion
of validator nodes to 20+ jurisdictions across Middle
East, Southeast Asia, Africa, and Europe. Integration
with major global sukuk platforms and Islamic
fintech ecosystems. Launch of additional smart
contract templates for Islamic funds, stablecoins, and
DeFi products. Implementation of governance token
for decentralized protocol evolution. Achievement of
100+ fatwa rulings recorded and 50+ integrated digital
products.

KEY MILESTONES AND METRICS

« Q2 2025: Mainnet launch with 10 validator nodes
+ Q4 2025: First digital sukuk integration completed

+ Q2 2026: 50 fatwa rulings recorded on-chain

+ Q4 2026: Inter-jurisdiction pilot demonstrates cross-border

capability

+ Q2 2027: 20 jurisdictions actively participating

+ Q4 2027: 100+ integrated digital Islamic financial products
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PHASE 2 4 2026: BETA LAUNCH
AND REGIONAL EXPANSION

Release of Compliance Oracle Beta enabling smart
contract integration for pilot projects. Execution of
inter-jurisdiction pilot program connecting Labuan
IBFC with GCC and ASEAN Shariah authorities. Launch
of Fatwa Explorer public beta providing transparent
access to fatwa registry for investors and
researchers. Onboarding of 15-20 institutional
participants including Islamic banks and fintech
platforms. Integration with first digital sukuk
issuances. Development of mobile applications for
investor access.

SUCCESS CRITERIA

«  99.9% network uptime and availability

« Sub-second fatwa verification query response times
« Zero security breaches or data compromises

« Adoption by top 10 Islamic financial institutions

« Recognition by major international Shariah boards

« Positive regulatory feedback from multiple jurisdictions
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ECONOMIC MODEL AND SUSTAINABILITY

REVENUE STREAMS

FatwaChain's economic sustainability relies on
diversified revenue sources aligned with Islamic finance
principles. Institutional participation fees provide
baseline funding through annual subscriptions from
Islamic banks, fund managers, and fintech platforms
accessing the network. Transaction fees apply to
smart contract verification queries, scaled according
to query volume to ensure affordability for smaller
participants while generating revenue from high-volume
users. Premium services including priority support,
advanced analytics, and custom integration assistance
create additional value tiers.

The fee structure avoids interest-based financing and
speculative elements, maintaining Shariah compliance
throughout the business model. All fees are structured
as service charges (ujrah) representing fair
compensation for tangible services provided rather than
time-based interest charges.

S 45%

INSTITUTIONAL FEES

Annual subscriptions and participation fees from
Islamic financial institutions

[ ] 15%

PREMIUM SERVICES

Advanced features, custom integration, and priority
support

VALIDATOR INCENTIVES

Validator nodes receive economic compensation
aligned with Islamic profit-sharing principles. Rewards
distribute proportionally based on uptime, transaction
validation volume, and governance participation. The
incentive structure encourages reliable operation while
preventing centralization that could compromise
network integrity. Validator rewards derive from
transaction fee pools rather than token inflation,
maintaining economic sustainability without devaluing
network tokens.

Shariah validator nodes receive premium compensation
reflecting their specialized expertise and religious
authority. This differentiated reward structure
recognizes the critical importance of Shariah
governance while ensuring adequate participation from
qualified Islamic scholars and institutions.

) 30%
TRANSACTION REVENUE

Query fees from smart contract compliance
verifications

- 10%

DEVELOPMENT GRANTS

Government and institutional funding for public
infrastructure development

The economic model prioritizes long-term sustainability over short-term profit maximization. Reinvestment
of revenue into system enhancements, security audits, and ecosystem development ensures continuous
improvement and growing value for all stakeholders. Transparent financial reporting maintains
accountability to the global Islamic finance community.
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RISK MITIGATION AND CONTINGENCY PLANNING

TECHNICAL RISK MITIGATION

Smart contract bugs represent existential threats
addressed through formal verification, comprehensive
testing, and bug bounty programs. Network congestion
risks are mitigated via Layer 2 scaling solutions and
optimized gas usage. Data availability is ensured through
redundant storage across multiple geographic regions and
backup providers. Regular security audits by independent
firms identify vulnerabilities before exploitation.

REGULATORY RISK STRATEGIES

Proactive engagement with regulators across target
jurisdictions builds understanding and support. Flexible
architecture accommodates varying regulatory requirements
without fundamental redesign. Legal opinions from
recognized Islamic finance law firms provide clarity on
compliance status. Regulatory observer nodes  give
supervisory authorities direct oversight capability, building
confidence and reducing intervention risk.

BUSINESS CONTINUITY
PLANNING

Comprehensive disaster recovery procedures
enable rapid restoration following catastrophic
failures. Geographic distribution of validator nodes
prevents single-region disruptions from affecting
global operations. Hot backup systems maintain
continuous availability during maintenance or
incidents. Regular testing validates recovery
identifies

procedures and improvement

opportunities. Insurance coverage protects
against financial losses from security breaches or

operational failures.
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GOVERNANCE RISK MANAGEMENT

Conflicts between Shariah authorities require dispute
resolution mechanisms enabling jurisdictional consensus-
building while respecting legitimate jurisprudential
differences. The multi-tiered governance structure prevents
single-point-of-failure in decision-making. Clear escalation
procedures address emergency situations requiring rapid
response. Documented processes ensure consistent
application of governance principles.

MARKET ADOPTION RISK

Conservative adoption assumptions inform financial
projections and resource allocation. Pilot programs
demonstrate value before requiring major institutional
commitments. Educational initiatives build understanding
of FatwaChain benefits among potential users. Partnership
strategies leverage existing Islamic finance networks for
faster penetration. Patient capital approach accepts longer
timelines for network effect development.

REPUTATION RISK PROTECTION

High-quality ~ operations and transparent
communication protect FatwaChain's reputation
as authoritative Shariah governance infrastructure.
Rapid incident response procedures address
issues before they escalate into reputation
damage. Stakeholder engagement maintains
ongoing dialogue with Islamic finance community.
audits verify compliance with
Shariah

documentation prevents misunderstandings about

Independent

technical and standards.  Clear

system capabilities and limitations.
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CONCLUSION: TRANSFORMING ISLAMIC FINANCE GOVERNANCE

FatwaChain# represents a transformative infrastructure
addressing longstanding Shariah governance challenges that
have constrained Islamic finance growth and innovation. By
combining blockchain immutability with automated Shariah
validation, international interoperability, and regulator-backed
governance frameworks, FatwaChain creates unprecedented
transparency, efficiency, and trust in Islamic financial markets.

This comprehensive system eliminates fragmented fatwa
rulings through a unified global registry accessible to all
stakeholders. Manual verification processes are replaced with
real-time automated compliance checking, reducing approval
cycles from weeks to seconds. Cross-border investment
uncertainty is resolved through multi-jurisdiction Shariah
validation, enabling truly global Islamic financial products.
Standardized  audit
methodologies, creating comparable compliance assessments

mechanisms  replace inconsistent

across institutions and jurisdictions.

IMMUTABLE TRUST

Blockchain technology ensures permanent,
verifiable records that cannot be altered or
deleted, creating unprecedented accountability
in Shariah governance.

GLOBAL

Cross-border
jurisdiction support creates a unified Islamic

compatibility and multi-

financial ecosystem transcending geographic
boundaries.

The strategic positioning of Labuan International Business and
Financial Centre as the global nucleus for digital Islamic
finance governance creates tremendous opportunities for the
jurisdiction and the broader Islamic economy. Labuan's regulatory
sophistication, Islamic finance expertise, and commitment to
innovation provide the ideal foundation for FatwaChain's success.

As digital assets, blockchain technology, and Islamic fintech
continue rapid evolution, FatwaChain provides the governance
infrastructure necessary to ensure Shariah compliance without
sacrificing innovation velocity. This balance between religious
authenticity and technological progress will define the next era of
Islamic finance development.

AUTOMATED EFFICIENCY

Real-time compliance verification eliminates
delays and manual processes, enabling Islamic
finance to operate at the speed of modern
digital markets.

REGULATORY CONFIDENCE

Transparent audit trails and regulatory observer
access build supervisory confidence, reducing
compliance risk and enabling innovation.

FatwaChain sets a new global standard for trust, transparency, and Shariah compliance in the digital

agedtransforming Islamic finance governance from a constraint into a competitive advantage.

The future of Islamic finance is digital, global, and transparent. FatwaChain provides the infrastructure to realize this

vision while maintaining unwavering commitment to Shariah principles. Through collaboration between technologists,

Islamic scholars, regulators, and financial institutions, this vision will become reality4establishing Labuan IBFC as

the world's premier hub for digital Islamic financial innovation and Shariah governance excellence.
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